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OLULISED TERMINID

= Jdenti(fitseeri)mine
= Autenti(fitseeri)mine

= Autoriseerimine



MFA & 2FA

= Jean
= Oman

= Olen



KUIDAS KAITSTA?



2FA — KASUTA SINAGI

...Ja soovita sopradele!



HAKKER - DEFINITSIOON

= hacker - One who enjoys the
intellectual challenge of creatively
overcoming or circumventing
limitations.



HAKKERID

= Pen-testers (turvatestijad)

= Haktivistid

= Riigid

= Kriminaalid, kurjategijad, maffia




HAKKERI TOO

= Eeltoo (rundepind)
= (Sisse) hakkimine
= Kasu saamine

= Jalgede kustutamine



LAISAD HAKKERID

» Phishing (kalastus, ongitsus)

= Turvaaugud

URGENT: CRITICAL
UPDATE AVAILABLE!

é'

DETRILS: FIXES AN I15SUE
THAT WAS CAUSING RANDOM
LAPTOP ELECTRICAL FIRES.

%ﬁf

(THIS UPDATE WILL REQUIRE
RESTARTING YOUR COMPUTER.)

xkcd.com/1328




KUIDAS
KAITUD?

Report spam

Christopher A. Wray .FB.l =ramiroseijas@fibertel com.ar> W -
to -

FEDERAL BUREAU OF INVESTIGATION
J.EDGAR HOOVER BUILDING

935 PENNSYLVANIA AVENUE,

NW WASHINGTON, D.C. 20535-0001
cawray927@gmail.com

OFFICE OF THE DIRECTOCR.
Christopher A Wray

NOTICEI
Our Ref: (Ref Vibe # FRS/019223/UND0155127/CONTRACT E/615AX).

To. Beneficiary:

We use this opportunity to confirm from you if really you have sent your Doctor as a representative. However, we
received an email from one Dr. Mrs. Verani Bekti yesterday who told us that she is your private Doctor and next of
kin and that you died of corona virus (COVID_19) recently. Her contact details: Address: 110 Interglen Avenue,
River Vale, New Jersey 07675. Beneficiary: Or Mrs Verani Bekti. But from our findingwe could not find any death
record of you.

Plzase confirm to us immediately that you are alive.

Mote that we are bound to recognize Dr. Mrs Verani Bekti's claim if you fail to promptly respond.
We decided to write to your email and if thera is no reply of this message from you within 48 hrs it will be assumed
that her information is correct then we shall work with your representative and do what she has requested.

An irrevocable paymeant guarantee has been issued by the United MNations (UN} and the Intermational Monetary
Fund (IMF} on your Payment. However, we are happy to inform you that based on our recommendation/Instructions
you're complete Compensation fund of USD34,000,000.00 shall be released to you through a secured/certified
mode of payment.

This payment is to help you fight COVID-19 and stand on you feet again for a better future.

Y0OU ARE ADVISED TO FOLLOW THIS INSTRUCTION STRICTLY.
CONTACT AGENT Aubrey Farrar Sr.



VEEL MOISTEID

= ANDMEKAITSE JA INFOTURBE
LEKSIKON

https://akit.cyber.ee/



VARA

= SOna- = Tark-
* Taga- = Riist-
= Kinnis- = Prii-
» Kaasa- = Vaba-
= Uhis-

» Lahus-

= Maa-



MALWARE

= kohati kasutatav "pahavara", "kurivara™
jms infoturbe asendustegevusega pidevalt
leiutatav "pahhvara"” ei valjenda sihilikkust
ega voimalda kahjurprogrammi,
kahjurkoodi, kahjurskripti, kahjurmakro,
kahjursisu, kahjurvaartuse, kahjurseadme
jt analoogiliste ala- ja sugulasliikide
moistlikke nimetusi;
ohu realiseerumine tekitab kahju, mitte
"pahandust", "kurja" vms;




COOKIE

= nimetus tuleneb piparkoogitaolisest
hiina onnekoogikesest, mille sisse on
kUpsetatud sedel ennustusega;
"kuki" on lasteslang, "kupsis" on
naiivtolge: kas siis ka "piparkupsis"?



SOCIAL ENGINEERING

» suhtluskunst

e suhtlusosavus

« manipuleerimisvotted

« tehnosotsiaalne sahkerdamine
* inimestega manipuleerimine

 suhtlusrunne



KUIDAS ELADA TURVALISEMALT

= 2FA & paroolihaldur
= Raporteeri

= Uuenda

= VVaruplaan, -koopia
= Testi kurikasutust



TANUD TAHELEPANU EEST!
TURVALIST PAEVA JATKU



